[IpakTtumueckas pabora Nel4d

3AIIATA CETEBBIX COEJMHEHUI

Heas padorsl. M3y4nuTs crocoObl 3alIUTEl ceTelt U yCTPOICTB OT Hexena-
TEJILHBIX COeTUHEHHH TyTeM (uibTpanuu Tpadpuxa.

KpaTKne CBE€ACHUSA U3 TEOPUHN

Access-lists, Access-control-lists (ACL) — crucku koutpons pocrymna. Cy-
LIECTBYET HECKOJIbKO pasHoBuaHocTeil ACL, mpuMeHseMBbIX Ha MapLIpyTH3aTo-
pax u xommyTtaTopax Cisco. ACL ncnonp3yrores st QuibTpauu Tpaguka Win
JUIsL OTIPE/ICNICHNUsI KIIacCOB TpaduKa MpU MPUMEHEHHHU MOMUTHK. CIHHECOK T0CTYyNa
MpeacTaBisieT coOol Habop cTpok Buaa ycioBue-neiicteue. Ctpoka ACL Ha3bI-
Baetcs access-control-entry (ACE). YcnoBuem MOXeT ObITh COOTBETCTBHE MAKETA
OIPE/ICICHHOMY NIPOTOKOJIYy WIIM HAabOpy mapameTpoB. J[elicTBHEM MOXeT ObITh
paspemnienne makeTa (permit), mrubo 3anpemenue (deny). i cmuckoB HocTyma
CHpaBeUIMBBI CICIYIOIINE MTPAaBUIIA!

1) Co3maHHBIH COMCOK J0OCTYMa HE MSHCTBYET, TOKA OH HE MPUMEHEH K KOH-
KpEeTHOMY HHTEpdEHcCy.

2) Chucok JocTyma IpUMEHseTCst Ha uHTep(eiice B KOHKPETHOM HarpaBie-
HUH — I UCXOAAIIETo, 00 BXoasmiero tpaduka (inbound/outbound).

3) K untepdeiicy MOKHO MPUMEHHUTH TOJBKO 1Mo onHomMy ACL Ha mpotokon
(IP), na Hanpasnenue (in/out).

4) CnHcoK AOCTyIa MPOBEPSETCsl CTPOKA 3a CTPOKOI 10 MEpBOTO COBIaje-
Hust. OcTaBUIvecs CTPOKH HTHOPHPYHOTCS.

5) B koume moboro [P ACL moapaszymeBaercst 3ampemiaroiiee MpaBuiio
(implicit deny). [1akeT, He TIOMABIINI HU O] OJTHO YCIIOBHE B CIHCKE, OTOpACHI-
BAaeTCsl, B COOTBETCTBHH C mpaBmiioM implicit deny.

6) Pexomenmyercs Gosee crenupuyeckue IMpaBUiia yKa3blBaTh B Hayale
ACL, a 6o7ee obmMe — B KOHIIE.

7) HoBble CTPOKH MO YMOIYAHUIO JOTIUCHIBAIOTCS B KOHEI CITHCKA.

8) OtnenbHYIO CTPOKY MOXHO yaanuTh u3 mMmeHoBanHoro ACL, apyrue
ACL ynansioTcst JTUIIb IEeTHKOM.

9) Chucok noctymna JODKEeH UMETh 110 KpallHeH Mepe OAMH permit, HHaue OH
OyneT 61I0KNpOBaTh BeCh TpaduK.

10) Murepdeiic, koTopomy HazHadeH HecyuiecTByomuiit ACL He GuabTpyeT
Tpaduk.

11) Pacummpennsie ACL IpUMEHSIOTCST KaK MOXHO OJIMKE K MCTOYHHKY Tpa-
¢uxa.

Mo criocoOy co3aanHus CHUCKU IOCTYMA AEJSTCS Ha!



— CTaHIapTHEIE;

— paclIupeHHSIE;

— HMCHOBaHHEIE.

Cranpaptusiii ACL ¢unbsrpyer Tpaduk Tomsko no IP-agpecy mcrounmka.
Howmep takoro ACL nomxen Ob1Th B Auanasone ot 1 g0 99.

3amnperuts IP-anpec ucrounnka:

access-list 10 deny host 172.16.30.2
Paspewuts BCE:
access-list 10 permit any

Pacmmpennblii ACL ¢pmmsTpyer Tpaduk mo agpecaM HCTOYHHAKA M ITOTyda-
Tens i npotokonoB 3 u 4 ypoHA monenu OSIl. Homep takoro ACL momxeH
ObITh B muamna3one ot 100 mo 199.

3anperuts TCP oT Bcex Ha XOCT ¢ TOPTOM 22!

access-list 110 deny tcp any host 172.16.30.2 eq 22
3anpetuts IP 0T cetn no mabioHy Ha BCeX:
access-list 110 deny ip 192.168.160.0 0.0.31.255 any
Paspewuts BCE:

access-list 110 permit ip any any

HNmenoBannsiii pacmmmpennblii ACL ¢umsTpyer Tpadumk mo aapecaM uc-
TOYHUKA W TOIyJaTeNs A mpoTokoioB 3 u 4 yposas monenu OSI, oH nomkeH
AMETh UMS I UMEETCSI BO3MOXKHOCTD yJIAIIATh U3 HETO OTACIHHEBIC CTPOKH.

Coznatb ciucok ¢ umeHeM INET u 3anoiaHuTh ero Tpemst yclioBUsIMU:

Router(config)# ip access-list extended INET
Router(config-ext-nacl)#deny tcp any host 172.16.30.2 eq 22
Router(config-ext-nacl)#deny ip 192.168.160.0 0.0.31.255 any
Router(config-ext-nacl)#permit ip any any
Router(config-ext-nacl)#end

CTpoku MMEHOBAaHHBIX CIHMCKOB JIOCTyTa HyMepyroTcs ¢ maroMm 10 mo ymod-
yauuo. Ecth Bo3aMoxHOCTh mepeHymepoBath ACL ¢ npyrum marom. Takoke
MOJKHO JOOABJIATH CTPOKH C yKa3aHHEM WX HOMepa, TOTJa OHH MOMaayT B yKa-
3aHHOE MECTO, [10 HyMepaLuu.

Router(config)#ip access-list extended INET
Router(config-ext-nacl)#5 permit ip host 10.10.10.10 any
Router(config-ext-nacl)#223 deny ip host 1.1.1.1 any
Router(config-ext-nacl)#end



V nanuts OTACIIBHYIO CTPOYKY M3 JINCTAa MOXXHO 110 HOMEPY, WIHK 110 ITOJTHOMY
YKa3aHUIO CTPOKH C Hpe(l)I/IKCOM «no».

Router(config)#ip access-list extended INET
Router(config-ext-nacl)#no permit ip host 10.10.10.10 any

WJIU TaK:
Router(config-ext-nacl)#no 223

IlonHOCTBIO YAQJIUTh COHUCOK JOCTYyIla MOYKHO YKa3aB COOTBETCTBYIOIIYIO KO-
MaHOy U «N0»:

Router(config)#no ip access-list extended INET

Hust Toro, aro0sr mpuMmeHnTh ACL K KOHKpeTHOMY HHTep(heiicy Heo0X0IuMOo
BBITIOJTHHTD CJIEIYIOIIHE KOMaH/IBI.
[epexon B peXUM KOHGUTYPHPOBAHHS:

Router#configure terminal

[epexon B konurypanuto nnrepdeiica FastEthernet 0/0:
Router(config)#interface Fast Ethernet 0/0
IIpumenuts ACL 110 Ha BXOa uHTEpdeiica:
Router(config-in)#ip access-group 110 in

ITpumenuts ACL 120 Ha BbIX0OJ HHTEpdeEiica:
Router(config-in)#ip access-group 120 out

M Toro, uto6sl mpumernTs ACL K JHHHSAM yJaleHHOTO JOCTyIa Heo0Xo-
JIMO BBITIOJTHUTD CIIETyIOIINE KOMaH/Ibl.
[lepexon B pexxnM KOHPUTYPHUPOBAHUS:

Router#configure terminal

[lepexon k nunusim vty ¢ 0 o 4:
Router(config)#line vty 0 4

ITpumenuts ACL 10 Ha Bx01 nHTEpdeiica:
Router(config-line)#access-class 10 in

Jnst Toro, 4ro0Obl MPOCMOTPETh CO3JIaHHBIE Ha ceTeBoM ycTpoictBe ACL
HEOOXOAMMO BBITIOJIHUTH CIIEIYIOIYI0 KOMaH/Yy.

Router#show access-lists



WH Ui ieMoHcTparu KoHkpetHoro ACL ¢ Homepowm 10:
Router#show access-lists 10
niau umeneM INET:
Router#show access-lists INET
Iopsinok BHIMOJHEHUS PAGOTHI

1 B mporpamme Cisco Packet Tracer coGpars ceTb, MPEACTABICHHYIO Ha PH-
cynke 1. MuTepdeiicam ceTeBbIX YCTPONCTB 3a1aTh IP-ampeca B COOTBETCTBHU C
MOIIHMCSAMH Ha puCyHKe 1.
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Pucynok 1 — Cxema cetu

2 Ucnionp3yst yTUITUTY PiNQ TOMAPHO MPOBEPHUTH TOCTYIMHOCTH BCEX CETEi.

3 Coznarte Ha mapupyruzaropax ACL U npuMEHHUTh X K HEOOXOIMMBIM HH-
Tepdericam IS CIEAYIONUX CUTYAIHN:

— 3anperuts goctyn k cetu 20.0.0.0/8 ot xommeroTepa c IP-agpecom
192.168.0.2/24 (Laptop0 Ha pucynke 1);

— 3ampetuth poctyn K cetn 172.20.0.0/24 u3 cern 10.0.0.0/8 3a nckmoue-
HHeM ojiHoro Kommbiotepa ¢ IP-axpecom 10.0.0.3/8 (PC1 na pucyske 1);

— 3ampeTuTsh nepecbuiky coobmennit ICMP n3 cetn 172.20.0.0/24.

4 Beiect ACL 06oux MapiupyTtuzatopoB komanmoi sShow access-lists.

4



5 Hcmonp3ys yruiauty ping nposeputs pabory ACL.
Coaep:xkanue oT4yera

1 llens paboTHL

2 Cxema cetu.

3 Cncku noctyna 000X MapIpyTH3aTopoB.

4 Pe3ynbTaThl BHITIOMHEHHST YTHIMTHI PiNg 10 U nocie npuMenerus ACL Ha
uHTepdeiichl MapIIpyTU3aTOpOB.

5 BreiBop o pabore.

KonTpoabHbIe BOPOCHI

1 Yro Takoe CIUCKH KOHTPOJIS JOCTYyIa?

2 Kakue npaBuiia He0OX0IUMO UCIIOIb30BaTh pH cozaannu ACL?
3 Knaccuguxkanys cinckoB KOHTPOJIS AOCTYIIA.

4 Kak co3patorcs crannaptasie ACL?

5 Kak co3narorcst pacurupersbie ACL?

6 B uem ocobenHocTH nMeHoBaHHBIX ACL?



